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We present the physical model for the entropy source of a quantum-random-number-generator chip
based on the quantum fluctuations of the photon number emitted by light-emitting diodes. This model,
combined with a characterization of the chip, estimates a quantum min-entropy of over 0.98 per bit without
postprocessing. Finally, we show with our model that the performances in terms of security are robust

against fluctuations over time.
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I. INTRODUCTION

Random numbers are used in a wide range of applica-
tions such as gambling, numerical simulations, and cryp-
tography. The lack of a good random number generator
(RNG) can have serious consequences on the security of
devices and protocols [1-3]. Currently, many applications
rely on RNGs based on a stochastic process and lack
a complete security model. In order to have a sequence
usable for cryptographic applications, the source of ran-
domness must be completely unpredictable, even if a
malicious adversary has a perfect description of the sys-
tem [4]. Quantum RNGs (QRNGs) can overcome this
problem due to the intrinsically probabilistic nature of
quantum mechanics. One key challenge today is to have
a fully integrated QRNG device that can reach mass-
market deployment. Several works have been carried out
toward that goal, such as QRNGs based on radioactive
decay [5,6] or optical QRNGs offering typically higher
bit rates [7—20]. One of them is a QRNG implementation
based solely on components that are compatible with inte-
grated electronics, namely a light-emitting diode (LED), a
CMOS image sensor (CIS), and an analog-to-digital con-
verter (ADC) [9]. More precisely, this work has shown
that a CIS-based mobile-phone camera could be used as an
entropy source, providing 10-bits-long strings containing
5.7 bits of quantum entropy. However, this approach still
requires software-based randomness extraction to generate
bits with close-to-maximal entropy and a fully integrated
implementation remains to be demonstrated.

In this paper, we present a fully integrated QRNG archi-
tecture and chip implementation based on the quantum
statistics of light captured by a CIS, and we present a model
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showing that the quantum entropy of each bit produced is
close to unity without the need of randomness extraction.
This architecture is used to provide small-form factor and
low-power-consumption chips, making them suitable for
mobile devices such as smartphones.

II. PHYSICAL MODEL

A. Chip architecture

A scheme of the architecture of the QRNG chips pro-
duced by ID Quantique is shown in Fig. 1. A LED is used
as a continuous source of photons. As the light field emit-
ted is highly multimode, the probability distribution of the
photon number is very well approximated by a Poisson dis-
tribution with mean iy, [21]. The probability of having »
photons emitted during a fixed time interval is given by

n

Mon _
p(n, ppn) = n—‘;e Hph, (1)

Photons are converted into photoelectrons by a CMOS-
image-sensor array during the integration time of the sen-
sor. We note that the throughput of the chip depends on the
size of the sensor and it can be increased by using a CIS
with a higher number of pixels. Each pixel of the sensor has
an efficiency 7 (taking into account transmission losses and
detection efficiencies), which may vary between them. The
number of photoelectrons N, is directly correlated with the
quantum fluctuations of the LED and follows a Poisson
distribution with mean value u, = nuph. We assume that
pixels are independent from each other and that there is
no correlation from frame to frame (these assumptions are
verified in Sec. III C). After accumulation, the number of
electrons is converted into a voltage, then digitized with a
10-bits ADC. We define K as the gain between N, and the
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FIG. 1. A schematic representation of the QRNG. All the

components are embedded on a single chip.

analog-to-digital unit of the ADC. We also define two ran-
dom variables X and Z. X is a continuous random variable
representing the voltage-value distribution at the input of
the ADC and can be written

X =KN,+E, 2)
where E is the random variable associated with the classi-

cal noise (see Sec. II B). Z is the random variable returned
by the ADC and is defined as

0, ifX <0,
z=1{|X], ifX e[0;1023], 3)
1023, ifX > 1023,

where |-] is the floor operator. Figure 2(a) shows a simu-
lated distribution of Z with ., = 625. On this graph, we
observe a normal distribution of the ADC output values,
combined with a series of peaks with twice the probabil-
ity. This “pile-up” effect is due to the factor K of the chip,
which is inferior to 1. As one electron is not enough to
increase the signal by a full ADC step, two electron num-
bers can lead to the same ADC output, making this value
twice more probable, with a periodicity that goes roughly
like 1/(1 — K).

To generate entropy bits from the 10-bits ADC output Z,
we keep the least significant bits (LSB) 2 and 3, denoted
Zy3. Indeed, their entropy is the most robust of all the bits
against imperfections of the system. This happens because
the most significant bits will be biased if . is not well con-
trolled. Moreover, LSB 0 and 1 can be affected by small
and uncontrolled fluctuations that are not due to a quantum
origin and also by the pile-up effect. By taking only LSB
2 and 3, we can easily mitigate these effects to obtain bits
with a very high min-entropy H,;, without postprocess-
ing, as can be seen in Fig. 2(b). We note that this principle
can be applied with ADCs of different resolution, with the
right choice of bits retained to generate the entropy bits.
These two bits can be used as entropy bits directly, or can
be seeded to a Hash-based deterministic random bit gener-
ator (DRBG) embedded on the chip, as recommended by
the National Institute of Standards and Technology (NIST)
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FIG. 2. (a) The simulated ADC output distribution in the case
in which there is no noise, with K = 0.8192 (obtained from the
factory-given parameters of the chip). (b) The 2-bits probabil-
ity distribution simulated from (a), giving a min-entropy per bit
Hp,in = 0.982.

documentation (SP 800-90A) [22]. In this paper, we focus
on the mechanism to generate the two entropy bits.

B. Noise model

To complete our model, we need to take into account the
classical noise E, as it can impact the security of the chip.
We consider two sources of noise, as shown in Fig. 3.

First, we have a discrete source of dark electrons, which
are generated by a process other than the absorption of
a photon emitted by the LED (e.g., thermal excitation).

Hdark Hors 0'[2

Hph ,r]

e X Z
u:@:K :@ ,ADC—b

FIG. 3. A schematic representation of the noise sources in the
chip. Dark electrons are added to the electrons generated by the
LED. The total number of electrons is converted into a voltage
with a factor K. After conversion, noise from the readout circuit
is added before the signal is digitized with the ADC.

054048-2



QUANTUM ENTROPY MODEL OF AN INTEGRATED...

PHYS. REV. APPLIED 15, 054048 (2021)

These follow a Poisson distribution with parameter (4qak
and are added to the photoelectrons. Second, we consider
a continuous source due to electronic noise in the read-
out circuit, following a normal probability distribution A/
described by a probability density function &, , with
mean /., and variance o2 [23-25]. The probability density
function Pg of the classical noise is therefore a convolution
of a Poisson and a normal distribution and can be written
as follows:

Pg(e) =Y p(n, jtaar) Py, s kin, (€)
n

Z JAn | e Hdark 1 (e — u, — Kn)*

= exp| ———————1).
n! /27'[0'r2 p 2Jr2

4)

We assume that all sources of classical noise are accessible
to an adversary (called Eve). We suppose that Eve can-
not change them after fabrication and characterization of
the chip and that they are not correlated with the quantum
entropy source. We then need to calculate the min-entropy
of Z,3 given E, as defined in Ref. [26]:

Hiin(Z3|E) = — 1082 (pguess) > (5)

where
Pguess = / Pg(e) Hzlgx [P 73| E=e (223)] de (6)

is the optimal guessing probability of Z,; given E. The
value of pgyess 1s obtained numerically by mapping the pho-
ton distribution to the Z distribution in order to find the
outcome with the highest probability over all the values
of the classical noise. Hence, Eq. (5) gives the quantum
min-entropy output of the chip.

III. EXPERIMENTAL CHARACTERIZATION

In our model, we make several assumptions (the photon-
number distribution and the independence between pixels
and between frames). In this section, we show results from
measurements on a QRNG chip to validate these assump-
tions. This particular chip (model IDQ6MCI1) includes a
128 x 100 pixels CIS with two LEDs integrated on each
side of the sensor, emitting photons at a wavelength of
560 nm.

A. Light source

First, we want to characterize our source in order to
verify that the number of photons emitted follows Pois-
son statistics. To achieve that goal, we can measure the
distribution of the ADC output Z for various intensities
by changing the current inside the LED. The results are
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FIG. 4. (a) The ADC output distribution Z given by one pixel

of the array for various values of the light intensity. (b) The
variance of Z versus its mean value for the distributions of (a).

displayed in Fig. 4(a). On the plot, we can observe a pile-
up effect similar to the one predicted by our model [see
Fig. 2(a)]. Peaks are less prominent than in our simula-
tions; that is due to the presence of the classical noise,
which averages them out. From these data acquisitions,
we can plot the variance of Z, 02, as a function of its
expected value (Z) [see Fig. 4(b)]. Due to the conver-
sion factor K affecting the mean value and the variance
of the number of electrons differently and the offset of
the ADC, we do not have (Z) = 022 as expected from
a Poisson distribution. Nevertheless, this does not affect
the linear relationship between them, as we can see in
Fig. 4(b), validating the Poissonian nature of the light emit-
ted by the LED and the transfer of these statistics to the
electron-number distribution.

B. Classical noise

We characterize the noise distribution for four different
pixels on the array. For that purpose, we switch off the
LED and measure the distribution Zz at the output of the
ADC with only classical noise. As this distribution is cen-
tered near zero in the default settings, we adjust the ADC
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FIG. 5. The noise distribution of one of the pixels.

offset to shift it to the right by eight ADC steps in order
to see the distribution completely. The histogram of Zg is
given in Fig. 5. We observe a similar pile-up effect to the
one observed with the LED on coming from the discrete
component of £. We can fit this histogram with Eq. (4) to
extract the different parameters of the classical noise pre-
sented in Table I. The value w, depends on the ADC offset
but we can extrapolate from our measurements in order to
find its value for the default settings of the chip.

As we can see, classical noise is mainly given by dark
electrons (dark > 0,2). Moreover, the noise parameters for
the four pixels spread across the array are quite close. We
can therefore assume that all the pixels will have similar
noise distributions.

C. Correlation measurements

In our model, we suppose that pixels are independent
from each other (no crosstalk) and that the result of a pixel
in one acquisition frame has no effect on the next frame.
In order to validate these hypotheses, we acquire frames
from the CMOS image sensor in the default settings of the
device. In this configuration, a full frame is output every
4.3 ms. From these data, we calculate the Pearson correla-
tion coefficient p; between all pairs of pixels i,j and the

TABLEI. The parameters of the noise distribution for four pix-
els of the CMOS image sensor. The value of u, is extrapolated
from our measurements to find the value with the default ADC
offset.

Pixel label v oy Mdark
1 —13.6 0.21 17.2
2 —16.8 0.22 18.0
3 —14.4 0.23 17.2
4 —13.6 0.21 19.0
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FIG. 6. (a) The probability distribution of the Pearson cor-

relation factors measured between all pairs of pixels (in this
case, 12800 x (12800 — 1)/2 pairs). The standard deviation o
on the correlation factor is 3.16 x 1073, which corresponds to
the uncertainty expected for the size of our data. (b) The auto-
correlation of four pixels from the array. The solid and dashed
gray lines represent, respectively, the confidence intervals of o
and 2.570.

autocorrelation coefficient p;(/) for pixel i at lag I

(62 - 2~ )

pij = P ; o
@) 70 @) 76
o 0 ) @)

1

where Z,(i) is the value returned by pixel i at time ¢
These correlation coefficients are calculated for 10° and
10° frames, respectively, and the results are given in Fig. 6.
As we can see in Fig. 6(a), the values of p; are nor-
mally distributed around zero and with a standard deviation
of 3.16 x 1073, This corresponds to the expected uncer-
tainty of the measurements with a sample size of 10°. On
Fig. 6(b), we plot the values of p;(/) for four pixels on the
CMOS array. For / = 1, the autocorrelation coefficient is
already in the uncertainty region due to our sample size
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FIG. 7. The quantum entropy as a function of the mean photon

number simulated based on the classical noise characterization of
pixel 1.

and then fluctuates around zero at all lags. These results
validate the assumption made in our model that correla-
tions are negligible and will not affect the entropy of the
device.

IV. QUANTUM ENTROPY ESTIMATION

Following the characterization of the chip (classical
noise + no correlation), we can now use Eq. (5) to calcu-
late the final quantum entropy of our two bits per pixel as a
function of u.. The results are shown in Fig. 7. As we can
see, the quantum min-entropy is very close to its maximum
value for a large range of ., making it robust against fluc-
tuations of the light intensity. It is also robust against small
variations of the classical-noise parameters, the effects of
which only appear on the sharp edges of the curve. For
e € [500,750], which is the range where the chip nor-
mally operates, Hnin(Z23|E) is over 0.98 per bit, which is
a significant improvement compared to the 0.57 per bit, on
average, measured in Ref. [9] for a specific intensity of the
LED. However, with this device, we do not have access to
the mean photon number arriving on each pixel to ensure
that we are in the optimal region, i.e.,

Huwin(Zo3|E) > HL., 3

where H o (Z23)E) is the average min-entropy per pixel
over the array and H' . is a lower bound on the entropy
per pixel. If no control is implemented, fluctuations of the
LED intensity or of the pixel efficiencies could lead to a
degradation of the entropy. To make sure that the chip is
always providing the optimal entropy, we can define two
thresholds on the ADC output, 7~ and T, to record on
each frame how many pixel outputs »~ and n* are out of
the interval [T—; T*]. If n* exceeds a predefined value N,
it is registered as a failure and the frame is discarded.
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FIG. 8. The probability of failure and the quantum entropy per
bit of an array of 64 pixels uniformly illuminated as a function of
the mean photoelectron number.

As we know the distribution of Z for all pixels as a
function of w., we can therefore calculate the probabil-
ity of failure py =1 — € and the average min-entropy
H min(Z23|E) per pixel of one frame for any distribution of
the light intensity over the array. For predefined values of e
and Hrlnin, appropriate parameters 7+ and N* can be found

such that

Prob [Huwin(Z3|E) < HL, ] < e. ©)
As an example, we consider a chip with 64 pixels uni-
formly illuminated. The probability of failure and the
entropy per bit as a function of the mean photoelectron
number per pixel are plotted in Fig. 8. The simulations
are done with N* = 1, T~ = 64, and T+ = 940. With this
configuration, the quantum min-entropy is at its maximum
and the probability of failure is negligible, for u. between
150 and 1000. If the LED power is drifting significantly
such that . is outside this interval, we can see that the
entropy per bit is only dropping in the region where the
failure probability is equal to 1. Other scenarios (e.g., one
or several pixels losing efficiency) give similar results.
This provides a strong indication that the chip can provide
long-term robustness against LED failures “in the field,”
because it will raise an alarm before the quantum entropy
is even impacted.

V. NIST TESTS

The quality of our entropy source is assessed using the
test suite provided by NIST (details of the procedure can be
found in Ref. [27]. The independent identically distributed
(IID) track of the test suite gives an entropy estimation of
over 0.998 per bit for 10-Mbyte samples, using a most-
common-value (MCV) estimator. This value is higher than
the 0.98 per bit given in Fig. 7 because the entropy test
takes into account all sources of noise (quantum and classi-
cal) without distinction. If we run our simulations without
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FIG. 9. Typical results for the different entropy estimators on
the NIST non-IID tests. The tests are carried out on 10-Mbyte
samples.

considering that the classical is accessible to Eve, we
obtain a value for the min-entropy of 0.999 per bit, which
is very close to the NIST result. This highlights an advan-
tage of our model compared to the NIST entropy test. We
can isolate the quantum contribution from the rest in order
to calculate the quantum min-entropy.

We also run the non-IID tests, which consist of ten
different entropy estimators. The results are presented in
Fig. 9. This approach is more conservative, as it takes the
lowest value of all the estimators and does not assume that
the IID hypothesis is true. Nevertheless, for our chip, this
method gives an entropy value of over 0.94 per bit. We
can note that this value is lower than the one given by our
model. This difference comes from how the tests are done.
The entropy estimation is based on some statistical prop-
erties of a sample with a finite size output by the device.
Due to statistical fluctuations, the entropy estimated will
be slightly different from its true value. We run these tests
with other entropy sources and with DRBG and the entropy
value we obtain is always around 0.94, which tends to
show that this is a limitation of the tests and not of the
chip.

VI. CONCLUSION

In this paper, we present a physical model for the quan-
tum entropy of the architecture on which the quantum
random number generator of ID Quantique is based. With
our model and after characterization of the device, we esti-
mate that our chip can provide a quantum entropy of 0.98
per bit with a simple and low-power-consuming filtering of
the bits. Finally, we show that the performance of the chip
is robust against fluctuations over time, making it suitable
for mobile applications.
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